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v Network Defense Essentials (NDE) is a security program covering ( (\
the fundamental concepts of network security oﬂ

v It equips students with the skills required to identify the increasing
network security threats that reflect on the organization's security m
posture and implement general security controls to protect the ‘“"k
underlying networking infrastructure from unauthorized access,
modification, destruction, or disclosure
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NDE Course Outline

01 Network Security Fundamentals 07 Wireless Network Security

Identification, Authentication,

02 and Authorization

08 Mobile Device Security

Network Security Controls -

03 Administrative Controls

09 loT Device Security

Network Security Controls -

04 Physical Controls

10 Cryptography and PKI

Network Security Controls -

05 Technical Controls

11 Data Security

Virtualization and Cloud

06 Computing

12 Network Traffic Monitoring

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.



What will you Learn?

Students going through NDE training will learn:

Key issues plaguing the network security

Essential network security protocols

|dentification, authentication, and authorization concepts

Network security controls
v" Administrative controls (Frameworks, laws, acts, and security policies)

v Physical controls (Physical security controls, workplace security, and environmental
controls)

v Technical controls (Network segmentation, firewall, IDS/IPS, honeypot, proxy server,
VPN, SIEM, UBA, and anti-malware)
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What will you Learn?

Students going through NDE training will learn:

Fundamentals of virtualization, cloud computing, and cloud
security

Wireless network fundamentals, wireless encryption, and
security measures

Fundamentals of mobile and IoT devices and their security
measures

Cryptography and PKI Concepts

Data security, data encryption, and data backup and data loss
prevention techniques

Network traffic monitoring for suspicious traffic
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Lab Environment

YO
Ml Windows
S S M Server 2019
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Bm Windows10
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pfSense Windows 10 Security Onion Windows Server 2019  Windows Server 2016 Android Ubuntu Linux
Firewall (Admin Machine-1)  (Admin Machine - 2) (AD Domain Controller) (Web Server) (Attacker Machine)

Instructor Machine Student Machines

Instructor and Student Machine Operating System: Any Operating System Capable of Running VMware (Fully Patched)
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Welcome to NDE Class!
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